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Abstract
Research shows that many people learn about privacy and
security risks from anecdotal stories shared by others, which
influence their perceptions and actions. However, no studies
have been conducted with children, who may also gain signifi-
cant knowledge about security and privacy from peers, trusted
adults, and social networks. To promote the creation and shar-
ing of privacy stories, we created PrivacyToon, a concept-
driven storytelling tool that facilitates the visual production
of privacy stories and visualizations. The tool provides users
with creative and technical drawing support, where a comic
story can be created, downloaded, and shared while improv-
ing the reflection of privacy issues in the process. A comic
authoring tool centers users in the creation process to tell their
own narratives that express their lived digital experiences or
lessons from stories. We discuss our ongoing research on Pri-
vacyToon and its potential as a security and privacy learning
interface for children.

1 Introduction

Research [17,18] acknowledges that many people learn about
privacy and security risks from information derived from
anecdotal stories shared by others, which could influence
their corresponding actions. Although non-expert users ap-
pear to acquire knowledge about security through stories they
hear from informal sources (e.g., family, friends, social me-
dia) [17, 18], no studies have been conducted with children.
We hypothesize that stories from peers, trusted adults, and
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social networks also play a crucial role in children’s “security
and privacy education.”

Our previous work [24] created a concept-driven story-
telling tool called PrivacyToon1 that facilitates the creation
of privacy stories (see Figure 1 for examples). Sketching to
elicit users’ perceptions and understanding of privacy and
security concepts has emerged as a subcategory of mental
model-based research in usable privacy and security. The
drawing elicitation method has been used to study various
topics, such as non-experts and children’s understanding of
privacy [16], knowledge about how the Internet works [10],
conceptions of online risks [8], and visual imagery for cyber-
security concepts [23] and warnings [5, 9].

PrivacyToon was the first online platform specifically cre-
ated for privacy storytelling in the form of captivating comics.
Although our previous research [28] found that comics have
the potential to be a storytelling medium due to their visual
and easy-to-digest format, the process of generating comics
is time-consuming and not easily accessible. We therefore
created PrivacyToon to address this limitation by providing
users with creative and technical drawing support. A comic
story can be created, downloaded (in PNG or SVG format),
and shared quickly. The simplicity of the process of creating
privacy stories enables us to imagine methods for effortlessly
disseminating privacy and/or security narratives to enhance
children’s understanding of online risks. For example, a group
of children in a classroom environment could share their on-
line experiences and knowledge by creating short comic strips
to prompt reflection and discussion.

Previous research in designing for children’s privacy and
security found that children’s involvement in the design pro-
cess is limited [13]. A comic authoring tool centers children
in the creation process to tell their own stories and express
their digital experiences. In this short paper, we describe our
ongoing research of our authoring tool and dive into a discus-
sion of its potential as a security and privacy learning interface
for children.

1https://privacytoon.github.io/
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2 Background and Related Work

We highlight past research on the importance of anecdotal
stories told to non-experts in forming their mental models
and secure behaviors, point to gaps in the use of comics in
cybersecurity education, and summarize the advantages of
sketching as a methodology in usable privacy and security.

2.1 Stories as Informal Lessons About Security

According to previous research [17,18,25], people build their
mental models of privacy and security threats by inferring
information from informal stories told by others, which could
influence their perception of security and the correspond-
ing actions. For example, Rader et al. [18] discovered that
narratives containing significant threats have an impact on
cognitive processes and the probability of being recounted.
According to Redmiles et al. [21], the primary origin of se-
curity advice is unpleasant incidents that participants have
personally encountered or learned about from friends, family,
and the media. Fennell et al. [7] discovered that narratives
about security breaches heightened individuals’ likelihood
to embrace two-factor authentication. Based on these studies
with adults, we hypothesize that children also gain a signif-
icant amount of their knowledge about online privacy and
computer security from stories they hear from peers, trusted
adults, and social networks. No previous research has inves-
tigated what kinds of stories children tell about security and
privacy and how stories influence their online practices.

2.2 Comics for Cybersecurity Education

Security and privacy related comics exist in several for-
mats for a variety of audiences [28], including comic strips
(e.g., [22]) and interactive comics (e.g., [11, 11, 27, 29, 30]).
Comics’ visual storytelling capabilities could be an effective
medium for communicating complex concepts of security and
privacy concepts [22, 27, 29, 30]. However, the process of
creating educational comics with current tools is laborious
and time-consuming, where existing content could quickly
become outdated [28]. Traditional comics also do not involve
users as content creators in the process of generating infor-
mation to effectively convey and contemplate their compre-
hension of security and privacy risks [24]. To fill this gap, our
previous work, PrivacyToon [24], facilitates the rapid creation
of privacy comics and visualizations with creativity support
to aid users in producing comics that are more expressive
and customized to their understanding of privacy. The nar-
rative and pictorial characteristics of the comic medium can
help strengthen users’ mental models of privacy and facili-
tate the communication of privacy stories, as demonstrated in
previous studies [22, 27, 29, 30].

2.3 Sketching Research Methodology

Researchers have proposed to identify mental models of pri-
vacy [16] and cybersecuirty [23] through illustration as a
research tool to explore the visual culture of privacy and in-
form privacy-related visual design (e.g., iconography, risk
communication). While traditional mental model research
methodologies typically involve interviewing users to gain
insight into how they perceive and respond to certain security
concepts and software (e.g., [3, 19,25]), sketching could offer
additional insights into the expert and non-expert conceptu-
alizations of abstract concepts that are difficult to express
with verbal and textual information alone [2, 4]. For example,
Oates et al. [16] utilized user-generated drawings to iden-
tify laypeople, privacy experts, children, and adults’ mental
models and metaphors of privacy, and found that experts’ vi-
sual conceptualizations of privacy tend to depict online data
spaces, while non-experts’ drawings frequently illustrated
public and private spaces in a physical context. Sturdee et
al., [23] used a similar sketching method to analyze partici-
pants’ understanding of cybersecurity concepts. Yao et al. [26]
asked participants to brainstorm their desired ways to mitigate
privacy issues and to draw their design ideas for smart home
privacy mechanisms. Friedman et al. [8] used drawing tasks
to illustrate the participants’ understanding of web security,
and found that people associated simple visual cues such as
a lock icon and the presence of HTTPS with a secure connec-
tion. In a study by Kang et al. [10], insights about mental
models of how the Internet works and the related privacy and
security risks were also obtained by drawing conceptual di-
agrams. The drawing method is also useful for studies with
vulnerable populations like and children (e.g., [5, 16]) and
older adults (e.g., [20]), who might have difficulty articulating
technical concepts through words. For example, Dempsey et
al. [5] asked children to draw warning messages to inform
design guidelines for privacy warnings tailored to children
about information disclosure online.

Although sketching is a useful methodology that can visu-
ally capture user conceptualizations, people with poor artistic
skills could feel uncomfortable drawing in free form using
pen and paper and produce disparities in the level of drawing
detail [20]. Through PrivacyToon, we addressed these limi-
tations with a digital tool that facilitates the drawing process
with creativity support (e.g., ideation cards) and technical
drawing support (e.g., stencil library). The goal of the tool is
to stimulate reflection about privacy concepts throughout the
creation process. Providing assistance for creative thinking
with respect to privacy is advantageous because privacy con-
cepts can be complex and challenging to design for [13]. The
interactive tool allows for unrestricted sketching and provides
assistance in the process of concept-driven storytelling by
guiding the creation of concepts, stories, and comic designs.



Figure 1: The PrivacyToon tool supports free-style drawing and includes a stencil library to enable rapid authoring of comic
strips. The figure shows participants’ sample drawings using the tool from our ongoing work on IoT stories: a) A story heard
from a friend warning about Amazon Sidewalk and how to disable it due to privacy concerns. b) A story heard from social media
about Alexa’s “always listening” capabilities for targeted advertising across devices.

2.4 Examples

We provide two motivating examples of novel storytelling en-
abled by PrivacyToon. In the first example, we explore stories
related to sharing personal information online from students
and teachers. In the second example, we investigated stories
about the Internet of Things (IoT) that influence people’s per-
ceptions and adoption of smart home IoT devices. Although
these examples do not focus on children, they aim to show
the potential of our future work with children.

2.5 Example A: Stories About Sharing Per-
sonal Information Online

To evaluate PrivacyToon, we first conducted a user study [24]
with 18 post-secondary students and 5 teachers who have
taught at least one lesson related to security or online pri-
vacy at the high school, college, and university levels. For the
purpose of demonstrating the storytelling aspect of the tool,
we focus on our qualitative results of the comic content and

design instead of the usability and utility of the tool.
We provided participants with excerpts from the Teaching

Privacy curriculum2, which was specifically designed for high
school and undergraduate students, to establish a foundation
of knowledge on the selected subjects: 1) exchanging infor-
mation over a network, and 2) the concept of digital footprints
that individuals leave online. We chose this resource based on
its proven efficacy in teaching undergraduate students with
non-CS backgrounds, as demonstrated in the study by Egel-
man et al. [6]. We collected 46 comic drawings depicting
the two concepts using PrivacyToon from our participants,
available online3. Our analysis showed that the participants
used a wide range of graphic components derived from the
stencil library and their own free-style drawings. For example,
they used grin and angry emoji faces from the stencil library
to symbolize feelings of “likes” and “dislikes”. Participants
often used metaphors and analogies in their comic creations,
such as drawing a chocolate chip cookie to represent a “HTTP

2https://teachingprivacy.org
3https://privacytoon.github.io/download/
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cookie” and using the word “oven” metaphorically to describe
a browser. The comic samples exposed a variety of creative
representations to explain privacy issues, such as stories that
contained a lesson and showing cause-and-effect relationships
(e.g., consequences of oversharing personal information on-
line). Preliminary feedback from teachers suggests that the
authoring tool could increase students’ engagement in the
classroom (e.g., through classroom activity and discussion)
and allow teachers to supplement lessons with explanatory
images that reinforce privacy and security concepts.

2.6 Example B: Stories about Smart Home IoT
In our work in progress, we examined whether stories shared
by others that emphasize positive and negative experiences
impact the trust and willingness of story recipients to use IoT
devices, even if they have not personally experienced similar
incidents described in the stories. Using the PrivacyToon tool,
we collected 263 narratives about smart home IoT in an online
survey. The participants provided a variety of anecdotes they
had encountered with regard to IoT devices and selected a
particular story that they could easily recall and share in the
survey. They provided responses to a set of questions related
to the source and location from which they heard the story,
the level of seriousness of the event, and their belief in the
truthfulness of the story. The participants then indicated the
impact of the narrative they heard on their perceptions, trust,
and willingness to use IoT devices.

Our preliminary data analysis showed a range of themes
that individuals relate to IoT technology. Positive attitudes
revolve around the advantages of using IoT devices for home
monitoring and enhancing daily life, whereas negative sen-
timents usually refer to security breaches, surveillance, and
the unreliability of IoT. Attitudes toward the types of device
on which the stories focused aligned with these themes. For
example, the participants recounted a greater number of favor-
able anecdotes about home security systems and unfavorable
anecdotes about voice assistants (see Figure 1).

3 Discussion and Future Work

The ramifications of our investigation are intriguing in terms
of differences in individuals’ conceptions of privacy and
attitudes toward certain types of technology. Due to the
widespread dissemination of information and the amplifica-
tion of narratives on social media and the Internet, people
are regularly influenced by the tales they encounter, and we
suspect that children are as well. Our future work proposes to
investigate two aspects. First, we propose to use our tool to
investigate stories that shape children’s understanding and the
ways in which these stories affect their actions. Second, we
propose studies on the use of the tool to facilitate the learn-
ing of security and privacy concepts from stories created and
shared by children in classroom settings.

Previous work [1, 12, 14, 15, 30] emphasized that security
and privacy educational tools that enable exploration, foster
critical thinking skills and reflection, and promote discussion
are important design considerations. Our storytelling tool
could support activities with children by incorporating sto-
ries and role-playing with scenarios. Scenarios in particular
would be a powerful tool for learning about online privacy, as
when students can see themselves in similar situations, they
are more likely to learn from them and apply the lessons to
situations in their real life [1]. Scenarios and role-playing
are also known to help facilitate reflection, since by giving
students the opportunity to reflect on their choices, they are
able to grasp nuanced situations [14].

PrivacyToon could allow educators and students to create
their own custom comic stories as a teaching and learning tool.
For example, a teacher could supplement a privacy lesson with
explanatory images created in PrivacyToon to streamline the
creative process of producing visuals for a lesson. Likewise,
a student could use the tool to create comics as a creative
exercise to demonstrate their understanding of the lesson and
share them with the class. The tool is scalable across different
domains to cover other concepts because the ideation cards are
customizable. The creativity support features offered within
PrivacyToon in the form of ideation cards could serve as
prompts about online risks as a way to increase children’s
awareness about the issues.

Children could create their own stories digitally or as print-
outs using the concept-driven storytelling process embedded
in the tool and share them with classmates, family, and friends.
Teachers could use PrivacyToon to facilitate discussions and
classroom activities to engage students in critical thinking and
reflection, either by explicitly outlining the major themes and
topics on which the stories should focus on, ask students to
create short comics about an online incident they experienced,
or portray stories they heard from other people as a way to
reflect on and learn from the incidents and risks in the story.

4 Conclusion

We proposed using the PrivacyToon comic authoring tool
to study how stories can inform children’s understanding of
security and privacy concepts, and as a platform to create,
reflect, and share their experiences or stories they heard from
other people. Our research is grounded in research about ways
people learn about privacy and security risks from anecdotal
stories shared by others. After providing two motivating ex-
amples, we demonstrated how our tool has been used so far
to understand people’s interpretations of privacy lessons and
attitudes towards IoT technology. These examples are meant
as a starting point to motivate similar research approaches
with children using our tool to learn about their understanding
of online concepts and to study ways they learn about security
and privacy risks through storytelling.
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